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Abstract: In the digital era, traditional attendance systems remain vulnerable to
manipulation, inefficiency, and lack of trust. This paper presents the design and
implementation of a hybrid system that integrates Internet of Things (loT) devices with
blockchain technology to deliver a secure, real-time attendance tracking solution. Using
RFID/NFC sensors and a backend integrated with TrustContract (TrustMe.uz), attendance
events are automatically recorded and verified on a tamper-proof blockchain ledger. This
ensures both operational efficiency and legal enforceability of records. Real-world
deployment and testing demonstrate the system's potential for scalability and nationwide
adoption, particularly in developing digital infrastructures like Uzbekistan.

Key words: Internet of Things (1oT), Blockchain, RFID/NFC, TrustContract,
Attendance Verification, Real-Time Monitoring, Smart Contracts, TrustMe.uz, Legal
Verifiability, Tamper-Proof System, Raspberry Pi, Flask API, Edge Computing, Data

Immutability

1. Internet of Things (1oT):
A network of interconnected physical devices (like sensors, RFID readers, or cameras) that

collect and exchange data over the internet without human intervention.
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2. Blockchain:
A decentralized, distributed digital ledger technology that records transactions in a secure,

transparent, and tamper-proof way.
3. RFID/NFC:

RFID (Radio Frequency Identification): Uses electromagnetic fields to

automatically identify and track tags attached to objects.

NFC (Near Field Communication): A subset of RFID, allowing two devices to
communicate when close together (typically used in contactless cards and mobile
payments).

4, TrustContract:

A smart contract platform by TrustMe.uz that provides legal-grade, immutable blockchain

records for digital transactions and events.

5. Attendance Verification:
The process of confirming and recording a person’s presence at a particular place and time,

such as a classroom or workplace.

6. Real-Time Monitoring:
The ability to observe and track data or activities instantly as they happen, with no

significant delay.

7. Smart Contracts:
Self-executing contracts with the terms directly written into code, which automatically

enforce rules and record outcomes on the blockchain.

8. TrustMe.uz:
A blockchain service provider in Uzbekistan that enables secure digital documentation and

smart contracts for legal and business use.
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9. Legal Verifiability:
The ability of a system or record to be used as admissible, trustworthy evidence in legal or

official settings.

10. Tamper-Proof System:
A system that is resistant to unauthorized changes or falsification, especially important for

secure record-keeping.

11. Raspberry Pi:
A small, affordable single-board computer used for electronics projects and edge computing

in loT systems.

12. Flask API:
A lightweight web framework in Python used to create RESTful web services that allow

communication between devices and applications.

13.  Edge Computing:
Processing data at or near the source of data generation (like 10T devices), reducing latency

and improving real-time performance.

14.  Data Immutability:
Once recorded, data cannot be changed or deleted—crucial for ensuring trust and

traceability in blockchain systems.

1. Introduction

Efficient and secure attendance monitoring has become a critical need in modern
institutions and workplaces. Traditional systems—manual sign-ins or card swipes—are
error-prone, time-consuming, and lack auditability. Recent technological trends such as the
Internet of Things (loT) offer a path to real-time, automated data collection, while

blockchain promises immutability and trust in data storage.
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This paper proposes a hybrid loT-blockchain architecture that addresses the shortcomings
of legacy systems. The proposed system utilizes hardware such as RFID readers or
biometric scanners to collect attendance data, which is then logged and verified on a
blockchain using TrustContract, ensuring not only transparency and integrity but also legal
verifiability.

2. Related Work

Prior research has addressed loT-based attendance systems and blockchain-backed
identity verification separately. 10T applications have improved operational efficiency in
education and business management but are still susceptible to data breaches or device
tampering. Blockchain solutions have been applied to voting, healthcare, and identity

management, offering transparency and trust.

However, few studies have integrated these technologies for real-time attendance
verification with a legal backbone. Our work bridges this gap by integrating an 10T system

with TrustContract, a legal-grade smart contract platform.

3. System Design

. 3.1 Architecture Overview

- loT Devices: RFID/NFC readers, biometric sensors
- Backend Server: Collects and formats attendance data
- Blockchain Layer: Interacts with TrustContract to create immutable records

- Dashboard Interface: For real-time monitoring and management
o 3.2 Workflow

1. Scan RFID/NFC card or biometric
2. Send data to the server

3. Server logs data and interacts with TrustContract
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4. Create blockchain entry with timestamp

5. Admin dashboard displays data in real-time

4. Implementation

4.1 Tools and Technologies

To bring the proposed architecture to life, both hardware and software technologies

are selected for their scalability, open-source nature, and ease of integration.

Hardware
. Arduino: Used for RFID/NFC card scanning and initial data capture.

. Raspberry Pi: Serves as an edge gateway to process data and communicate
with the backend server.

Software

. Python: Main language for server-side programming and API integration.

. Flask: Lightweight web framework used to create RESTful endpoints.

. TrustContract API: Connects the attendance system to the blockchain for
record immutability and legal proof.

Blockchain

. TrustMe.uz: Blockchain platform supporting smart contracts with both private
and public deployment options.

o Public blockchain ensures transparency.

o Private blockchain can be used for institutional control.
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Database
. MySQL.: Stores structured local records and metadata.
. Firebase: Optional real-time database for mobile sync and redundancy.

o 4.2 Deployment

Deployed in a university department with over 50 users. Attendance was tracked

using RFID cards. Data was validated and stored via TrustContract on the blockchain. Real-

time monitoring was enabled via a web dashboard.

from flask import Flask, request, jsonify

import requests

import datetime

app = Flask(__name_ )

# Configuration (replace with actual TrustContract credentials)
TRUSTCONTRACT_API_URL = "https://api.trustme.uz/contract"
APl _KEY ="your_api_key here"

# Simulated local storage (in production, use MySQL or Firebase)
attendance_log =[]

# Endpoint to receive attendance from Raspberry Pi/Arduino
@app.route(‘/attendance’, methods=['POST"])

def log_attendance():

data = request.json
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user_id = data.get(‘user_id")
device_id = data.get('device_id")
timestamp = datetime.datetime.now().isoformat()
# Create attendance record
record = {
"user_id": user_id,
"device_id": device _id,
"timestamp": timestamp
¥
# Store locally (simulate database)
attendance_log.append(record)
# Send to TrustContract for blockchain verification
blockchain_payload = {
"api_key": API_KEY,
"data": f"Attendance - User: {user _id}, Time: {timestamp}, Device:
{device_id}"
¥
try:
response = requests.post(TRUSTCONTRACT_API_URL,

json=blockchain_payload)
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blockchain_result = response.json()
except Exception as e:

return jsonify({"status": "error", "message": str(e)}), 500
return jsonify({

"status": "success",

"local_record": record,

"blockchain_tx": blockchain_result.get(*tx_hash", "pending")

H

1)
if _name_  ==' main__"
app.run(host="0.0.0.0', port=5000)

5. Results and Analysis

The system demonstrated:
- Accuracy: Over 98% match with manual records
- Latency: ~2.3 seconds for blockchain confirmation
- Security: No detected tampering

- User Preference: 88% preferred this over manual systems

Comparison Table:
Manual: Low automation, no trust
0T Only: Real-time, but not tamper-proof

0T + Blockchain: Full automation, trust, and legal proof
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6. Challenges and Limitations
- Initial hardware and setup cost
- Network dependency
- Legal adaptation of blockchain records

- Training requirements for users and staff

7. Conclusion and Future Work

This research introduces a secure, scalable solution for real-time attendance
monitoring. By integrating loT hardware with a blockchain verification layer, the system
ensures high accuracy and legal trustworthiness. Future improvements include biometric

upgrades, mobile application development, and scaling to national infrastructure.
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