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Abstract: Attendance systems are fundamental in educational institutions,
workplaces, and various organizations. Traditional attendance management approaches
suffer from vulnerabilities such as fraud, data tampering, and lack of legal accountability.
This paper proposes a novel framework that integrates blockchain technology—
specifically smart contracts—with loT-based attendance data collection to enhance trust,
immutability, and legal enforceability. By leveraging the TrustContract platform by
TrustMe.uz, the system ensures tamper-proof, timestamped attendance records with legal
validation. The proposed solution’s architecture, smart contract design, IoT integration,
and performance evaluation are presented. Comparative analysis with manual and 1oT-
only systems highlights significant improvements in security, privacy, and scalability.
Challenges and future research directions related to privacy preservation and widespread

adoption are also discussed.
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1. Blockchain — A decentralized digital ledger technology that ensures transparency,
security, and immutability of attendance records.

2. Smart Contracts — Self-executing programs stored on the blockchain that automate
attendance verification and enforce legal rules without intermediaries.

3. Internet of Things (loT) — Networked devices (like RFID readers or biometric
scanners) used to automatically collect and transmit attendance data.

4. Attendance System — A digital or manual method for tracking presence in educational
or workplace settings; your research enhances this system’s trustworthiness.

5. TrustContract — A platform by TrustMe.uz used in your research to legally validate
blockchain-based attendance records within the Uzbek legal context.

6. TrustMe.uz — The organization that developed TrustContract, offering blockchain
services compliant with Uzbekistan’s legal standards.

7. Legal Accountability — The ability to use attendance records as legally valid proof,
supported by blockchain’s immutability and smart contract logic.

8. Data Immutability — A key blockchain feature ensuring that once attendance data is
recorded, it cannot be changed or deleted.

9. Real-Time Monitoring — Immediate tracking of attendance data, enabled through loT
integration and blockchain timestamping.

10. Secure Data Logging — Ensuring that attendance entries are recorded securely,

verified through cryptographic hashes and signatures.
1. Introduction

Accurate and trustworthy attendance monitoring is critical for operational efficiency
and accountability in academic and professional environments. Manual attendance
methods, such as paper sign-ins or swipe cards, are prone to errors and manipulation,

leading to disputes and inefficiencies. Even loT-based automated attendance systems,
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while improving data collection accuracy, lack robust mechanisms to guarantee the

immutability and legal verifiability of records.

Blockchain technology, with its decentralized, immutable ledger and support for
programmable smart contracts, offers a promising solution to these challenges. Smart
contracts automate verification and enforce rules transparently, creating tamper-proof
records that can be legally recognized. This paper introduces a framework that integrates
loT data with blockchain-based smart contracts using the TrustContract platform
(TrustMe.uz), emphasizing trust enhancement and legal accountability in attendance

systems.
2. Blockchain Fundamentals and Legal Implications

Blockchain is a distributed ledger technology that ensures data integrity through
cryptographic hashing, consensus mechanisms, and decentralization. Each transaction
recorded on a blockchain is time-stamped and immutable, making the ledger resistant to

tampering or retroactive alterations.

In the context of attendance systems, this immutability ensures that attendance
records cannot be forged or altered without detection. Furthermore, blockchain-based
smart contracts execute automatically when predefined conditions are met, enabling

autonomous validation of attendance data.

The legal implications of blockchain-based records have gained significant traction,
with many jurisdictions recognizing blockchain timestamps and signatures as admissible
evidence. TrustContract, developed by TrustMe.uz, is a blockchain platform that provides
legally compliant smart contract frameworks tailored to Uzbekistan's regulatory

environment, making it a suitable foundation for this research.

3. Smart Contract Development for Attendance Records
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Smart contracts are self-executing code stored on the blockchain that enforce rules
and validate transactions without intermediaries. For attendance systems, smart contracts

can:

. Register each attendance event with a user ID, timestamp, and device ID.
. Verify the authenticity of the submitted data.
. Automatically reject invalid or duplicate attendance logs.

. Provide a verifiable, auditable trail for legal scrutiny.

The smart contract developed in this study accepts loT-generated attendance data,
verifies its integrity, and records it immutably on the blockchain. The contract interfaces

with the 10T backend through an API, facilitating seamless integration.
4. Integration of 10T Data into Blockchain

IoT devices such as RFID readers, NFC scanners, or biometric sensors collect
attendance data at entry points. This data is forwarded to a centralized backend server that

preprocesses and formats the information for blockchain submission.

The system employs secure API endpoints to transmit data to TrustContract, where
smart contracts validate and record the attendance event. Cryptographic signatures and

hashes ensure data authenticity and privacy during transmission.

To handle the scalability demands of large institutions, the architecture supports
batch processing and asynchronous blockchain writing, maintaining system

responsiveness without compromising security.
5. TrustContract Platform Analysis

TrustContract is a blockchain platform developed to provide legally compliant smart

contracts within the Uzbek jurisdiction. It offers:
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A secure API for submitting data and interacting with deployed smart contracts.

Timestamping and immutable data storage compliant with legal standards.

Support for multi-party verification and dispute resolution.

An administrative dashboard for monitoring contract executions and audit trails.

This research evaluates TrustContract’s performance and suitability for attendance
verification by deploying a prototype system in a controlled environment. Results indicate

high throughput, low latency, and robust security features suitable for institutional use.

6. Comparative Study: Manual vs. loT-only vs. 10T + Blockchain Attendance

Systems

The proposed system is compared against traditional manual methods and loT-only

automated systems based on criteria such as:

Criteria Manual System loT-only System loT + Blockchain System
Data Accuracy Low Medium-High  Very High

Tamper Resistance  None Limited Full

Legal Verifiability  Low None High

Real-time Monitoring No Yes Yes

Auditability Manual Limited Automated and Immutable
User Trust Low Moderate High

The integration of blockchain and smart contracts significantly improves security

and trust while adding legal accountability, which traditional and loT-only systems lack.
7. Security, Privacy, Scalability Challenges and Solutions

Security

www.innovativepublication.uz 503




Vol.2 Ne5 (2025). May Elfjf: 10

’
N " T
e " “NAZARIY VA AMALIY FANLARDAGI USTUVOR ISLOHOTLAR ﬂ'j:'_

o 4
== VA ZAMONAVIY TA’LIMNING INNOVATSION YO'NALISHLARI” [=]/%5 Yh;

While blockchain offers immutability, 10T devices can be vulnerable to physical
tampering or spoofing. Multi-factor authentication and biometric validation can enhance

security at data collection points.
Privacy

Storing attendance data on a public blockchain raises privacy concerns. Solutions
include encrypting sensitive data before blockchain submission and using permissioned

blockchains with access control.
Scalability

Blockchain transaction throughput can be a bottleneck. Layer-2 solutions,
sidechains, or batch processing mitigate performance issues while maintaining trust

guarantees.
8. Conclusion and Future Work

This study demonstrates that blockchain-based smart contracts can significantly
enhance trust and legal accountability in attendance systems by providing tamper-proof,
verifiable, and legally admissible records. Integration with 10T devices ensures automated,
real-time data collection, while TrustContract offers a robust platform aligned with local

legal frameworks.

Future work includes extending the system with advanced biometric integration,
mobile check-in options, privacy-preserving techniques like zero-knowledge proofs, and
large-scale deployment trials. Furthermore, exploring interoperability with national digital

identity systems could broaden the impact and usability of such solutions.
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